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HepequL BOIIPOCOB JIsl BCTYIIUTEC/IBbHBIX HCIBITAHUI

1. Paznen «O0mereopernyeckasi moAroTOBKa

1.1  YmucneHHbie MeTOAbI.

Knaccugukarus yncieHHbIX METOJ0B JHHEHHOU anreOpbl. Pemienue cucreM JTMHEHHBIX
anreOpandyecknx ypaBHeHudd (CJIAY) wmeromom Iaycca. IlorpemrHocTd perieHust CUCTEM
JUHENHBIX ypaBHeHUH. OOycioBieHHOCTb MaTpuubl cuctemsl. Pemenune CJIIAY metonom
npocTthix utepammii  (meron Skobu) Ilpumbmkenwe ¢ynxmmit. IlocTanoBka 3amaym.
Knaccudukanus. Marepnonsunonnsiii nomunom Jlarpawka. CrutaiiH — uHTepnomsiuus. Metox
Heiotona. Meroa urepauuii. Cxogumocts Merona urepanuii. Croco® MOATOTOBKH CHUCTEMBI
anreOpandecknx ypaBHEHUH K Meroay wuTepanuil. YucineHHoe pelieHne OOBIKHOBEHHBIX
middepennmanbabix ypaBHeHui. 3amaya Komm. Merox Pynre — Kyrra mepBoro mopsinka
To4HOCTH (MeTox Ditnepa). Meron Pynre — Kyrra Broporo nopsaka rounoctu. Meton Pynre —
Kyrra yerBeproro nopsnka Tousoctu. [IpaBuio PyHre oneHku norpemsocty B Mmetogax Pynre
— Kytra. Pemenue cuctem OZlY nepsoro nopsaka meronom Pynre — KyTtra. Meron nuxoromun
(monmoBuHHOTO Jenenus). Meron 3os0Toro cedenus. Meron kacarenbHbiX (HbroToHA).
Monudukanuu Merona KacaTenbHbIX. MeTton wurepanuii. CXOAMMOCTh METOAA WTEPAIIHIA.
Crioco® TOATrOTOBKM —anreOpandyeckux ypaBHEHHMM K Meromy wurepauuil. YucieHHoe
muddepeHIMpoBaHUEe MyTEM KOHEYHO Pa3HOCTHOW alMpOKCHUMAlUU MPOU3BOAHON. UnciaeHHoe

mdQepeHIMpOBaHUE ¢ UCTIONB30BAaHUEM HHTEPIOJSAIMOHHOTO OIMHOMA Jlarpanxa.

1.2 OcHOBbI HH(POPMALMOHHOH 0€30IIACHOCTH.

[Tonsitue Undopmanmonnoit 6e3omacuoctu (MB). OcHoBHBIE TepMUHBL. (MH(DOpMAIIHS,
yrposa, araka, ys3BuMmocTh). Knaccudukaums yrpoz UWb. Ilpumepsr  Haubomee
pacnpoCTpaHEHHBIX YIpo3. 3aKOHOAATENbHBIN ypoBeHb 1b. AnimapaTHo-IIporpaMMHBIE CpeACTBa
obecieuenuss Mb. VYmpasinenume goctynom B uH(opmamumonHbsix  cucremax  (MC).

Aytentudukanus u uneHtuduxanus. udposanue.

1.3  Metoasl U cpeACTBa 3alIUTHI HH(POPMAaLINH.

Bunst yrpo3 unpopmanuu. Knaccudukanus MeTo10B 3alIUThl HHPOPMALIUHU 110 ACHIEKTY
Wb. Opranu3animoHHO-TIpaBOBbIe MeToAbl obecreueHus Ub. 3ammra TenekoMMyHHKAITMOHHBIX
CeTe M KaHAJIOB INEpelayd AaHHbIX. TeXHUYECKHEe, NPOrpaMMHBIE M anlapaTHbIE METOABlI U

CpeACTBa 3aIlIUTHI HHPOPMALIUH.



2. Pa3nen «I/IH(l)OKOMMyHl/IKaIII/IOHHLle TEXHOJIOI'NN H CHCTEMBI

CBA3N».

2.1 DJIEKTPOHHKA.

OcHOBHBIE CBOHCTBA M OCOOCHHOCTH DJEKTPOHHBIX TPHOOPOB M HUHTErPaIbHBIX
MukpocxeM. O0mue cBeieHus 1 kiaccuukanus A1o10B. Pa3HOBUAHOCTH NOTYTIPOBOIHUKOBBIX
IMOAOB U MX OCOOCHHOCTHU: BBIIPSMUTEIbHBIC TUOIbI, UMITYJIbCHBIE JUOJBI, CTAOMIUTPOHBI,
BapHKarbl, TyHHEJIbHble M oOpameHHble auonsl; nuoast CBY, JIIIJ, muox lanna u np.
Haznauenue, 0coOEHHOCTH yCTPOWCTBA, MPUHIMIIBI PaOOThI, MapaMeTpbl M XapaKTePUCTHUKH,
SKBUBAJICHTHBIC CXEMbI, NpPUMEpPbl HUCHONb30BaHUSA. OOmMe CBeACHUS O OHUIOIAPHBIX
TpaH3UCTOpaX M MX Kiaccuukanus. YCTPOHCTBO, MPUHIUN JACUCTBHS, CXeMa BKJIIOYEHUS,
BO3MOJKHBIE PEXHUMBI PabOThl U (PU3MYECKHE TPOLECCHl B TPAH3UCTOpE, €ro (usnyeckue
napaMmeTpsl. CTaTHMYECKHE BOJIbT-aMIIEPHBIE XapaKTEPUCTHKH TpaH3ucTopoB. IIpocteiimue
CXEMBbI YCHIIUTENIeH Ha OUTOJISIPHOM TPAaH3UCTOPE M UX CBoicTBa. OOIIME CBEACHHUS O MOJIEBBIX
TpaH3HUCTOpax U uX kiaccuduxanuu. IlogeBsie TPaH3UCTOPHI C YIIPABISAIOMIMM P-N TIEPEXOIOM H
c Oappepom IloTKH: YCTpOICTBO, MPUHLMUI YNPABICHUS TOKOM CTOKOB, CTaTHYECKHE BOJBT-
aMIIEpHbIE XapaKTEPUCTUKU M NapaMeTphl, BIUSHUE TeMmuneparypbl. IloneBble TpaH3UCTOPHI C
n301MpoBaHHbBIM 3aTBOpoM (MJIII-TpaH3ucTOpBI): YCTPONCTBO, NMPHUHLMII YHPABIECHUS TOKOM
CTOKa, OCOOCHHOCTH TPAH3UCTOPOB CO BCTPOCHHBIM M C HMHIYLHPOBAaHHBIM KaHaJaMH, HX
CTaTMUYECKHE BOJbT-aMIIEPHBIE XapAaKTEPUCTUKU U IAapaMETPbl, BIMSIHHE TEMIIEPATYpBHI.
OCHOBHBIE TIOHATUS MHUKPOAJIEKTOPHHUKH, JTOCTOMHCTBA MHKPOXJIEKTPOHHBIX m3aenuit. OOmme
CBeIeHUSI 00 MHTErPaJbHBIX MHUKPOCXEMaxX M HX Pa3HOBUIHOCTH. lIpumepsl mpocTemmx
JIOTHYECKUX 3JIEMEHTOB MOIyHIpoBOIHUKOBBIX MC Ha OUIOJSPHBIX U MOJEBBIX TPAH3UCTOPAX.
OcHOBHBIE TapaMeTppl W  XAPaKTEPUCTHKH  JIOTHUECKUX  3ieMeHTOB. OcobeHHoCTH
MHTErpaibHbIX MUKpocxeM CBY. MHBEPTOp M yCHIIMTENBHBIA KacKajJ Kak OCHOBAa LU(POBBIX H
aHaJIOTOBBIX MUKpocxeM. OOIue cBeleHUsI O TUPUCTOpaxX U UX KiIacCHU(pHKanusi. Y CTPONUCTBO,
IPUHLMI JACUCTBHSI W BOJBTAMIEPHBIE XAapAaKTEPUCTHUKU Ppa3INYHBIX THUIIOB THUPHCTOPOB.
[Tpumepsl ux wucnonb3oBaHus. OOmUEe CcBeAeHUS 00 ONTORIEKTpPOHHMKE. HekorepeHTHbIE
U3TydaTend. Pa3HOBUAHOCTH H3NydaTened (3JIEKTPOIIOMUHECLIEHTHBIE, CBETOAMOABI) U HX
npuMeHeHne. CBETOAUO/Ibl: YCTPOUCTBO, apaMeTpbl U UX XapaKTepUCTUKU. POTONPUEMHUKH.
JIMCKpEeTHbIE  TOJYNPOBOJAHUKOBBIE  (OTONMPUEMHUKH  ((POTOpEe3UCTOpbl,  (HOTOAUOJBI,
($oTOTpaH3UCTOPBI, (HOTOTUPUCTOPHI, COJNHEYHBIE MPEoOpa3oBaTEN), YCTPOWCTBO, MPUHIIUI
JeUCTBUS, MapaMeTpbl U xapakTtepucThuku. Murterpansasie doronpuemuuku (PII3C, auoxnbie
MaTpUIbl U Jp.), YCTPOMCTBO, MPUHIMUI JEHCTBUS, MapaMeTphbl, XapaKTEePUCTUKH U 00JacTb

npuMeHeHHna. OnTo3JIeKTpoHHbIe naphl. OnTHYecKre KBaHTOBbIE TeHepaTopsl (J1azepsl). OOmas



XapaKTepUCTHKA JIa3€pOB, ONTHYECKHE PE30HATOPHl M HMX NPUMEHEHHE, YCJIOBHUS Te€HEepaIiu
(6amanc a3 m GaysaHC MOIITHOCTH), CIIEKTP H3JIy4deHHUs nasepa. ['a3oBble ja3eprl (aTOMHBIE,
MOJICKYJISIPHBIEC, HOHHBIE): UX OCOOCHHOCTH, YCTPOMCTBO, MapaMeTpPhl, XapaKTEPUCTHKH, 00JIacThb
NpUMEHEeHHs. TBepIOTeNbHbIE Jla3epbl: UX OCOOCHHOCTH, YCTPOWCTBO, IMapaMeTphl, 00JacTb

npuMeHeHus. [1o1ynpoBoIHUKOBBIE HHKEKIIMOHHBIE JIa3ePbl: UX OCOOCHHOCTH.

2.2 OOwmas Teopusi CBSI3M

OCHOBBI TIOCTPOGHHSI CHCTEM pPaguocBs3u. Kiaccudukanus cuCTEM PaguOCBS3H.
OCOoOEHHOCTH PacIPOCTPAHEHUS PAJAUOBOIH METPOBOTO M JEIIMMETPOBOro auanazoHa. OCHOBBI
IIOCTPOECHUS CUCTEM COTOBOM CBA3M. OCHOBBI IIOCTPOEHUSI TPAHKUHIOBBIX CHCTEM PaJNOCBS3H.
OCHOBBI TIOCTPOEHUSI CHCTEM OecnpoBOIHOrO aboHeHTckoro poctyma. CTpykrypa u
0COOEHHOCTH MOCTPOCHMS HA3eMHBIX M CIIyTHHKOBBIX paaunocucteMm nepemaud. CTaHmaptel u
TEXHOJIOTUM CHUCTEM MOOMJIbHOW CBsI3U. [IpUHIMIIBI TOCTPOSHHUS MHOTOCTBOJIBHOM AYIUIEKCHOM
cucteMbl panuocBsasu. Pamuopeneiinble auHuu (PPJI) mpsamoil Bugumoctu. [lpuHiumns
noctpoeHus PPJI, Tunsl craHuumii, nuana3oHsl yacToT. CpaBHUTENbHAs OLIEHKA pa3iIM4YHBIX

BUJ0B MOAYJISINWUU, IPUHOUIIBI Pa3HCCCHHOI'O IIprueMa 110 IMpOCTPAHCTBY U 4aCTOTC.

23 CxeMOTeXHHKA TeJIEKOMMYHHUKAIMOHHBIX YCTPOHCTB M CHCTEM.

OnemeHTHast 0a3a M CXEMOTEXHHKa aHAJIOTOBBIX, HU(PPOBBIX M MUKPOIPOLECCOPHBIX
YCTPOMCTB 3JIEKTPOCBS3HU, OCYIIECTBIISIONINX YCUICHHUE, (PMIBTPALIMIO, TeHEPALUI0 U 00paboTKy
CUTHAQJIOB, OCOOCHHOCTHM MMKPOMUHHUATIOPU3AIMM TaKUX YCTPOMCTB Ha 0aze NpUMEHEHHUs
MHTETPAJbHBIX ~ MHKPOCXEM;  NPUHIMIBI  TOCTPOCHUS  CHCTEM  3JIEKTPONUTAHHA

TEJIEKOMMYHUKAIIMOHHOHN ammaparypsl U UX CTPYKTYP, GYHKIMOHUPOBAHUS UX Y3JI0B

24 Iludposasi 00padoTKa CUTHAJIOB

JuckpetHble cucteMbl. CHCTEMBI C MaMsAThio, 0€3 MaMATH, JIMHEHHBIC CHUCTEMBIL.
Apxutektypa nepudepuitapix yctpoiicts LICIL. Psnpr ®@ypbe. CunycHO-KOCHHYCHast (opma.
OOmme cBenenus. CBoicTBa TUCKPETHBIX CHUTHAJIOB W CIEKTPOB. JIMCKpETHBIE CHCTEMBI.
JluHeliHple  CTallMOHApHBIE  CHUCTEMBL.  AHanoro-uuppoBoe U  HU(DPO-aHATIOTOBOE
npeoOpa3oBanue. [IporpammHo-norndyeckas Moxenb nepudepuitnbix  ycrpoiicts  LICIL.
Jlunetinple 1mdpoBbie  GUIBTPHL. YacTOTHBIE XapaKTEPUCTUKU LUDPOBBIX  (QHIBTPOB.
YcroitunBocth cucteM. IlpeoOpasoBanue @ypre. OOpatHoe npeodbpazoBanue Pypoe. CBs3b z-

npeoOpa3oBanus u npeodpazopanus Oypoe. [IpuHimner nuppoBoii GpuibTpanuu.



2.5 OcHoBBI NOCTPOEHUSA MHPOKOMMYHHKANMOHHBIX CHCTEM U CeTeil.

[IpyHIMIIBI TIOCTPOEHUsT MHOTOKaHAJIbHBIX CHUCTeM mnepenaun. CTpyKTypHas cxema
MHOT'OKaHaJIbHBIX CUCTeM. MeTobl pa3/ieleHus KaHainoB. B3auMHble moMexu MKy KaHaJIaMU.
[TpuHIUnBl  GOPMHUPOBAHUS YACTOTHOTO pasfesieHust KaHaioB. I[IpuHuuIe (HopMUpOBaHHS
BPEMEHHOTO pa3zieiieHus KaHauoB. [IpuHIMIB GOpMUPOBAHUS KOJOBOTO Pa3/ECHUs] KaHAJIOB.
[Tpuniunsl  GOpMUPOBaHMUA  TMPOCTPAHCTBEHHOTO  pasieneHuss KaHaioB. (OcoOeHHOCTH
pacnpoCTpaHEHUs] PaJUOBOJIH METPOBOIO U JEHMMETPOBOro Auana3zoHa. OCHOBBI NOCTPOECHHUS
CUCTEM COTOBOM CBsI3U. OCHOBBI IOCTPOEHUS TPAHKUHIOBBIX CHCTEM paguocBs3u. OCHOBBI
MIOCTPOCHHSI CHCTEM OECIPOBOAHOTO a0OHEHTCKOro nocrymna. [loHsarue o6 3TanoHHON MojaenH
B3anMojieiicTBUs  OTKPBITBIX cucteM (OSI). Tlonstue mnporokona. OCHOBHBIE MPOTOKOJIBI
MH(POPMALIMOHHOTO B3aUMOJICHCTBHS TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM M ceTell. Bupl kogekoB

1 MOACMOB. HOMQXOYCTOI\/JI‘-II/IBOG KOAUPOBAHUC: LCIIU, KOMIIPOMHUCCHL U MCTOABI KOAUPOBAHUA

2.6 HHPOKOMMYHHUKAIIMM B ABHAIIMOHHON M PAKETHO-KOCMHMYECKON TEXHUKE

OcobeHHOCTH  peanu3ali  HH()OKOMMYHHKAIMi B aBHALlMOHHOM M  pPaKeTHO-
KocMuuyecko  TexHuke. O¢dexkr Jlommepa w©  ero y4er TpU  NPOEKTUPOBAHHH
MHPOKOMMYHUKAIIMiI B aBHAllMOHHOW W PaKEeTHO-KOCMHUYECKOH TexHHKe. (OCoOEHHOCTH

MOCTPOCHUSA paZ[I/IOJII/IHI/Iﬁ KOCMOC-3€MJIA, 3€MIIAA-KOCMOC.

3. Pasznea «CucreMbl MOOUJIBLHOM CBA3H»

3.1 Teoperuyeckue OCHOBBI CHCTEeM MOOMJIBLHOM CBSI3H.

Kananel cBsa3u. HempepbiBHBIM KaHan cBsi3u. Mopenu pacdeTra CpelHUX IOTEpPb
MOIITHOCTH Ha Tpacce pacrpocTpaHeHus. [lepenadya mHopMamuu mo KaHajamM ¢ LIyMaMH.
MaremaTHuecKkue MoJelnu COOOIIeHNH U CUrHaloB. BekTopHOE mpencTaBiieHHe COOOLICHUN H
curHasioB. Illym B nuHMAX cBsi3u ¢ morepsMu. KpymHomacimiTaOHble 3aMHpaHHMs CHUTHAJIOB.
MHoroay4deBoe paclnpoCTpaHeHHe CUrHayia. Mojenu pacuera CpeJHUX IIOTEPb MOILMHOCTU Ha
Tpacce paclpoCTpaHEHHs. MeToabl yIydllEHUs MOMEXOYCTOMUMBOCTH mIpuema. CHUCTEMBI ¢
paclIMpeHHBIM CIIEKTpOM. PacimimpeHue crekTpa IyTeM ObICTpOH NepecTpOWKH YacTOTHI.
MesxcumBoabHas UHTEpQepeHrs. BripapHuBanue kanamna. MexXCcUMBOJIbHAS WHTEPHEPEHIHSL.
CucteMsl ¢ pacIMpeHHBIM CIIEKTpoM. TpeboBaHMS K IICEBIOCITYYalHBIM MOCIIEI0BATEIBHOCTSIM.
Metonel pasznecenuss B CIIPC. Illym B cucremax cBs3u. OTHOLIEHHE CHUTHAJI-LIYM.
Oueprerudeckuil pesepB auHMU cBsi3u. Lllym B cucremax cBsizu. CymMmapHbIi myM-¢pakTop U

IIyMoBas Temreparypa. ppeKTHBHAS TEMIIEPATypa CUCTEMBI.



3.2  Teopus teaerpajpuka.

CrpykTypa cucteM wmaccoBoro obOcmyxkuBanus (CMO): ob6cmykuBaromue MpuOOpsI
ouepenu nucHuIUiMHa obcmyxuBanusa. Knaccudukanms CMO. Ilokazarenn 3¢ddexruBHOCTH
CMO. Knaccudukarmst moTokoB. MeToapl MoaenupoBaHus NOTOkoB. IIpenenbHas Teopema
XWHYMHA O CyMME CTallMOHApHBIX IIOTOKOB. JIMCKpeTHBIE Ipouecchl — menu Mapkosa
Metoauka moaenupoBanus MapkoBckux CMO. Ilonsitue coctossauss CMO. Tloctpoenue rpada
nepexonoB. CBs3p rpada mepexomoB co crpykrypoir CMO. CocraBieHue cucreM
muddepeHnanbHeIX ypaBHeHH. [lpormecc rubenu u pa3MHOXKeHUs.  PerneHune cucTembl
JUHEWHBIX ypaBHEHHMH IJIsl MpolieccoB rubenu u pasMHOkeHUs. Ilpocreiimme MapKoBCKHE
CMO. Onpenenenne nokazarenen a3gpdexruBaoctu CMO ¢ H6eckoneuHoit ogepenpto, CMO 6e3
oxumanus, CMO c koHeuHo#l ouepensio. Meton Kenmamna, uHTErpo-auddepeHnaipHoe
ypaBHeHne Takaua. Amnanmnu3 opgHonuHeiiHOW CMO ¢ 1yacCOHOBCKMM IIOTOKOM U
MHoroiuHeHoH CMO ¢ 3KCIOHEHUIMANbHBIM OOCITy)KMBaHHUEM. AHaNU3 BIMAHUS 3aKOHA
pacripesielieHusi BpeMEeHH OOCITY>KMBAaHHS U MapaMeTPOB BXOJIHOTO TOTOKA Ha 3(PPEKTUBHOCTD
CMO. Ilpubmmwxennsle wmetoasl aHamuza CMO. [luddysuonnoe  npubImKeHue.
Matemarnueckue mojenmu CMO o6mero Buga. CMO c¢ mpuopureramMu. AOCONIIOTHBIE U
oTHocuTenbHbIe TMpuopHuTeThl. [lokazarenu s¢dexruBHocTy CMO ¢ mpuopureTamMu. 3aKOHBI
coxpaHeHus. Marematnueckue mojgenu CMO c¢ nmpuoputeramu. IloHsTHE ceTell MaccoBOro
obociyxxuBanus. Teopema JDkekcoHa. JlekoMmo3umusi MapKoBCckuX ceTeil. [Ipumepsl

UCTIOJIb30BAHUS CETEH [Tl MOJICIIMPOBAHUS CUCTEM Iepeaun HH(pOopMaIum.

3.3 NudopmManuoHHbIEe TEXHOJOTHH B CHCTEMAX MOOMJILHOI CBSI3H.

Crpykrypa uHpOpMannoHHoi cuctembl. MHpopmanmonHoe obecneuenue TexHuueckoe
obecrieyenne. MaremaThuueckoe M mporpamMmHoe — obecneuenue.  OpraHuzanoHHOE
obecrieueHue. Knaccudukarus MH(POPMALIMOHHBIX CUCTEM Ku3HeHHbIi LUK
MHPOPMALIMOHHBIX CUCTeM M ero stambl. lloHsTne wunHpopmanuu. JIMCKpeTHBII HCTOYHUK
uHpOpPMALIMM U €ro XapaKTepUCTUKU. JIMCKpeTHbIE HCTOYHHMKH COOOIIECHHH C MaMSAThHIO.
M306BITOYHOCTh JAMCKPETHOTO HMCTOYHUKA CcooOmeHuid HenpepbIBHBIH HCTOYHHK M €T0
xapakrepuctuku Juddepenmansuas suTponus [ludpoBoe mpencTaBieHHe aHAIOTOBBIX
curHasioB  Jluckpermsanusi  curHaia — AnHanmoro-idpoBoe  mpeoOpasoBanue.  MeTosl
KOMMYTalMu. BupTyanpHble KaHaNIBI B CETAX ¢ KOMMYyTalel naketoB Kommyranus cooOmeHuit
CpaBHUTENIbHBIE XapaKTEPUCTUKUM KOMMYTAllMM KAaHAJIOB M KOMMYTAlUU IakeTOB. MeTozbl
curHanusanuu. bazoBas Mozaenb B3aumoneicTBUsl OTKpbITHIX cucteM (OSI). CranmapTHble
cereBble TpoToKonbl, TCP/IP  mpoTOKONBI, TPOTOKONBI 3JIEKTPOHHOM mOUTHL. I[Ipumep

apXHUTEKTYpBl TOPOJCKON Tene(hOHHOM ceTn. ApXUTeKTypa ceTeil nepeaayn naHHbIX. [IpuHINIBI
6



IIOCTPOCHUS CHUCTEM TOJABMXKHOW panuocBsizu. Ceru coToBoil mnoasBmxHOM cBszu. Cern
tpankuHroBoit ces3u (CTC). Ceru mepconanbHoro paauoBbizoBa (CIIP). Cetn MoOmibHOM

CHyTHI/IKOBOf/’I CBA3HU. MHTGHHCKTY&J’IBHBIC CCTU MPCAOCTABJICHUA YCIIYT.

3.4  Cucremsbl 4 ceTH MOOM/IBHOM CBSI3H.

Tononoruueckue  CTPYKTypbl, OpraHu3alids MHOIOCTAaHLIMOHHOIO  JocTyna H
JIBYCTOPOHHEH CBSI3M B A0OHEHTCKUX DPAaTUONMHUAX. [loACHCTEMBI CETeBOTO YHpaBICHUS H
curHanm3anuu. OOmiast apXUTEKTypa CHUCTEM COTOBOM CBA3H. CTPYKTYpHBIE CXEeMbI 0a30BbIX
CTaHIMHA U LEHTPOB KoMMyTauuu. CHCTEMBI COTOBOHM CBSI3M C MOBTOPHBIM HCIOJB30BaHUEM
YacTOTHBIX KaHaloB. PerynspHas rekcaroHaigpHas KIacTepHas MOJAEIb COTOBOH CETH,
COKaHaJIbHble MOMeXH. YacTOTHBIN IJIaH M KaJapoBas CTpyKTypa. KaHanbHasg eMKOCTb COTOBOM
CETH, OLIEHKA BBIMIPHILIA B CPABHEHUH C paJAMaIbHON Tonosoruel. I1yTu MoBbIIEHNsT €EMKOCTH.
Hepapxuueckue (paHroBble) COTOBbIE CTPYKTYphl. CEKTOpU3aLUs COT, OLIEHKA SHEPTeTHYECKOIO
BBIUTPBIIIA CEKIIUOHUPOBAHMSL.

CucreMbl COTOBOW CBSI3M C KOJOBBIM pa3feiieHuEM KaHanoB. lIpuHuun pacmumpeHus
CIEKTpa, CHHXPOHHBIA M aCHHXPOHHBIN PEXHMMBbI, MEXyKaHaJbHbIC TIOMEXH, BHIOOpP aJpPECHBIX
KOJIOB, MHOT'OII0JIb30BAaTENBbCKOE I€TEKTUPOBAHNE, TIOMEXOYCTOWYMBOCTh. AHAJIN3 COBMECTHOIO
JeUCTBUSI BHYTPUCUCTEMHBIX IOMEX M aJJUTHBHOTO OEJIOr0 rayCCOBCKOTO IIyMa B CETAX
COTOBOHM CBsi3U. [IpHMHLMIIBI OpraHM3alUU M Pa3HOBUAHOCTH 3cTaderHoi mnepemauu. OOmas
XapaKTepUCTHKA 3TAIOB IIaHUpoBaHus. [loka3zaTenn kauecTBa CETH.

IInanupoBanue paguonokpeiTus. IlnanupoBaHue emkocTu. MaremaTudeckue MOJEIU
TEOPUH MaccoBOro 0OCIyKuBaHMs. MeToauka rmiianupoBanus. OOme cBeeHusl 0 OKOJICHUIX
U CTaHJapTax COTOBOM CBSA3H.

OcHOBHBIE XapaKTepUCTHKHU cTaHmaptos/texHonoruit 2G GSM, HSCSD; 2,5G GPRS;
2,75G EDGE; 3G IMT-DS, -TC, -MC; 3,5G HSPA; 3,75G HSPA+; 3,9G LTE; 4G LTE
Advanced: BuBI yCIIyr, OCOOCHHOCTH apXUTEKTYpbI, TUAMa30Hbl YaCTOT, METOJbl MOAYJISALIUH,
METOJIbl MHOTOCTaHIIMOHHOTO JOCTylla M JYIJIEKCUPOBAHUSA, AHTEHHBIE CHCTEMBI W Jp.
Xapakrepuctuku — paguouHtrepdeiica crangapra DECT, ocobGeHHocTH — pacnpeneneHHs
KaHAJIBHOTO pecypca u ctaderHoii nepenaun. becnposoanas renedonus 3G IMT-FT. O6nactu
IIPUMEHEHHS, AapXUTEKTypa OJHO30HOBBIX M MHOTO30HOBBIX TPAHKUHIOBBIX CHCTEM,
CTPYKTYpHBIE cXeMbl 0a30BbIX cTaHuMiA. OOmas XapakTepUCTUKAa THUIOB a0OHEHTCKOTO
obopynoBanusi. Kimaccudukamust 1 OCHOBHBIE XapaKTEPUCTHKU TPAHKUHTOBBIX cucTeM. OO1mas
apXUTEKTypa, NPUHIMIBI MOCTPOCHUS M OOJIACTH NPUMEHEHHUS IMEPCOHAIBHBIX, JIOKAIbHBIX,
TOPOJACKHX, IIMPOKO30HHBIX M PETHOHAJBHBIX CHCTEM OECIpOBOJHONW Iepenauyud JaHHBIX

(maKeTHBIX paguoCeTeN).



OcnoBuble xapakrepuctuku crannaptoB IEEE 802.15 (Bluetooth, High-Rate WPAN,
Low-Rate WPAN), 802.11 (Wi-Fi), 802.16 (WiMAX), 802.20, 802.22: Bugsl yciyr,
O0COOEGHHOCTH  apXHUTEKTyphbl,  IHAMa30Hbl  YacCTOT, METOAbl  MOJYJSIMH,  METOJbI
MHOTOCTaHIIMOHHOTO JIOCTyNa M JYIUIGKCMPOBAaHUS, aHTEHHbIe cucTeMbl W Ap. OOmas
apXUTEKTypa CUCTEM TIOABIKHOW CIIyTHHMKOBOM CBSI3M, HX MECTO B TJ00aqbHOU
MH(POKOMMYHUKAIIMOHHOW cucteMe. lMcnonb3yemble auMana3oHbl 4acToT. THIbl OpOUT H
XapaKTepUCTUKH opOuTanbHoro nBukeHus MC3-perpaHciastopoB. 30HBI PaIuOBUIUMOCTH,
30HBI TOKPBITHA M 30HBI obOciyxuBanus MC3-perpancnaropoB. Pazmep MrHOBEHHOW 30HBI
panuoBUIUMOCTH, K03(ULmeHT paguoBuanMocTu. M3MeHeHne AaabHOCTH CBSI3U B Ipeaeliax
30HBI paAMOBUIUMOCTU. TuUmbl AuarpaMM HarpaBieHHOCTH aHTeHH M C3-perpaHcisiTopoB, MX
BIUSHUE Ha XapaKTEPUCTUKH paJAMOBUAMMOCTH. JuHaAmMuKa 30H pagMOBUAMMOCTH IpU
newxeHnn MC3-peTpaHcisaTopoB. XapakTepUCTUKH ceaHcoB cBsi3u MC3 u 3eMHBIX CTaHLMM.
OOm1ast XxapaKTEepUCTHKA MEPCIIEKTUBHBIX TEXHOIOTUN NOJABMKHOM cBsizu B mpoekTax ITU, ETSI,

3GPP, IEEE.

4. Paznen «IIporpamMmmHo-3amunieHHbie HHPOKOMMYHHKAIIUN»

4.1 OCHOBBI 1M CKPETHON MaTeMAaTHKH.

OcHOBHBIE MpaBWJia U onepanuu KoMOMHATOpuKU. POpMyJIBl U CIIOCOOBI ONpeIeIeHUs
KonndectBa codetanuil. [Ipukinaaneie 3anaun HHPOPMALMOHHOTO OOMEHA M UX (OpMaTH3aIHs
METOJaMU JUCKPETHON MaTemaTtukd. OCHOBHBIC JIOTHUECKHE ONepaliy, MpaBuiia 3alucH
¢dopMyn U BbIpaXeHUH. 3aKOHBI aJIreOpbl JIOTUKA U KBUBAJICHTHBIE MPE0Opa3oBaHUs (POPMYIL.
JIU3bIOHKTHBHAS, KOHBIOHKTHBHAs HOPMAJbHBIE M COBEPLICHHbIE (OPMBI. AJITOPUTMBI
NPUBEJCHNUA K HOPMAJIbHBIM (popMaM U mpeoOpazoBaHUs HOPMAIBHBIX ()OPM K COBEPIICHHBIM.
OcHoBHBIE CBOWCTBa, BHUABI TpadoB U ¢GopMbl UX mpeactaBieHus. [IOHATHS, OCHOBHBIE
CBOWCTBA, TEOPEMBI M CIIOCOOBI BBIYHMCICHUS NMEPBOOOPA3HBIX KOpHEH M MHAEKCOB. lloHATHS,
OIpEJICICHUS] U TEOPEMbl OTHOCHUTEIHHO OCHOBHBIX AJIEMEHTOB TEOPUHM MHOXKECTB: TPYIIIHI,
KOJIbLIA, TIOJISA, TOATpYIbl, nmoAmnons. Obmas crpykrypa noist ['anya u ee ananus. MaTtpudnoe
ONMCaHWE W aHaJIM3 OCHOBHBIX 3JIEMEHTOB TEOPHUH MHOKECTB. Ajiredpa MHOTOUICHOB: THIIBI,
CBOWCTBA M CIIOCOOBI MpeCTaBIeHUsT MHOrOwWIeHOB. [IpeacraBienue snemenToB nomus [anya u
UX OTOOpa)keHHME Ha DJEMEHThl BEKTOPHOTO TMPOCTpaHCTBA U  andaBUT  KOJOBOM
nocjenoBareabHOCTH. CpaBHEHHE Pa3IMYHBIX CIIOCOOOB BEKTOPHBIX MPEICTABICHUNA 3JI€MEHTOB
nonst [anya. JIuHelHBIE NepeKIOYaTeNbHBIE CXEMBbl: OCHOBHBIC 3JEMEHThl U TPUHIIMIIBI

(YHKIMOHUPOBAHUS IMHEHHBIX MEPEKITIOUATEIBHBIX CXEM.



4.2  MaremMaTH4eCKHe OCHOBbI KpUNTOrpaduu.

Knaccupukanus  mmppoB 1o  TUmy — KpUOTOrpadUUecKux  MpeoOpa3oBaHHIA.
CpaBHUTENbHAS XapaKTEPUCTUKA OCHOBHBIX THUIOB MH(poB. CTaHAapTHBIE MaTeMaTUYECKHUE
MoJiend OJIOUHBIX KpunTocucteM. (OCHOBHBIE LEJIOYMCICHHBIE MPOLEAYPbl M ONepaIiu
kpunrorpaguu.  CraHmapTHble  aJrOPUTMBI  XCIIMPOBaHHUsS.  ba3oBble  aJrOpPUTMBI
aCCUMMETPUYHOT0 HH(poBaHus. TUIOBbIE METOJbI KPUIITOAHAIN3a CUMMETPUYHBIX MIH(POB.
ba3oBeie MeTOJBI MOCTPOCHHS KPUNTOrpaUUecKd CTOWKHUX TE€HEpaTOpOB ICEBAOCITyUYaHBIX

YHUCCII.

4.3  MeTtoabl 3aLIUMINEHHOTO0 J0CTYNAa K pacnpeaejeHHbIM HHGOPMAIHOHHBIM
pecypcam.

NudopmannonHas 0e30MacHOCTh B paclpeseeHHBIX HH(GOPMAIMOHHBIX CHCTEMax
OCHOBHBIE TOHATHSA W ONpEACNCHHS 3alIUThl WH(POPMALMOHHBIX PECYpPCOB. APXHUTEKTypa
0€30MacHOCTH 3aIIUIICHHBIX HH()OPMAIIMOHHBIX pecypcoB. OCHOBHBIE TpeOOBaHUN K CUCTEMaM

3ammThl MHpopManuu. OCHOBHBIE METOJBI Pa3pabOTKH 3alIMIICHHBIX HH(OPMAIIMOHHBIX

pecypcoB.

4.4 Teopuss wnHPOPMALMOHHOH 0€30MACHOCTH W  METOMOJIOTMS  3aIMTHI
HH(POKOMMYHHKAMH

AKTyanpHBIe TIPOOJIEeMbl MH(POPMALMOHHON Oe30omacHOCTH: 3ammrTa uHpopMmanuu (0T
yTpaThl, pa3pyllIE€HUs, HECAaHKIMOHUPOBAHHOIO JOCTyla W MCIOJIb30BaHMUS) W 3allUTa OT
uHpopManuu (M30BITOYHOH, JTOXKHOM, BpeqHOi). OCHOBHBIE yTpo3bl HHGOPMAIMKA U TPUMEPHI
arak Ha WC. HMudpopmannoHHas O€30MaCHOCTh OPraHU3ALMOHHO-TEXHUYECKUX CHCTEM U
TEXHUYECKUX KOMIUIEKCOB, OOJBIIMX aBTOMATH3MPOBAHHBIX CHCTEM Ha pa3HBIX JTamax ux

KU3HEHHOTO LuKJIa. OCHOBHBIE YTPO3bl HHPOPMALIMOHHOMN 0€301acHOCTH

4.5  Metoasl u cpeacTBA 3aIUTHI HHPOPMALMH B KOMIIBIOTEPHBIX CETAX

Metoabl KOHTpPOJs W OIEHKH d3(dekTuBHOCTH obecreueHuss HHPOPMAIMOHHOM
6e3onmacHocTH. MHCTpYMEHTAIbHBIN KOHTPOJIb TEXHUYECKUX KaHAJIOB YTEUKH MHGPOpPMALUU U
MOUCK YCTPOMCTB HECAHKIIMOHMPOBAHHOTO JOCTyHa K HWH(POPMALMOHHBIM CHCTEMaM U
nHPOPMALMOHHBIM pecypcaM. OCHOBHBIE MOJIENHM YTPo3 IIEIOCTHOCTH, JOCTOBEPHOCTH U
ayTeHTUYHOCTH WHGpopMauuu. MeToApl M CpeACTBa 3aIlUThl CETEBBIX CNyk0. BupryanbHble
yactHele cetd (VPN). Ilporokonsl opranmzamuu VPN. Meronsl 3amurtsl MHGOpMAu U

CITIOCOOBI OLICHKHU 0C30IMacHOCTH B KOMITBIOTCPHBIX CCTAIAX. MexceTeBbie OKpaHbl: HA3HAYCHUC,



BUJIBI, IPUHIUI paboThl. CHcTeMBbl 0OHAPY)KEHUS U MPEIOTBPAILCHHs] BTOP)KEHUI: Ha3HAUCHHE,

BUIBI M IPUHLUT paOOTHI.

10



PeKOMeHHyeMaﬂ JUureparypa

1. WNudopmaruka: bazossiii kype/ C.B. Cumonosuy u ap. — CII6.: Iutep, 2007. —
640c.: un.

2. KyrymeB A.M., T'omybeBa H.C. OcHoBBI pamuodnekTpoHuku. —M.: Pamuo wu
cB135,2002.;

3. AHxrtenHO-uAEpHbIE YCTpOICTBa M pacmpocTpaneHue paauoBonH. Ilog pen. I'. A.
Epoxuna. M.: I'opsiuast nunus — Tenexkom, 2007.

4. IlerpoB b. M. DOnexkTpoanHaMuka U pacnpocTpaHeHue paanoBoiH. M.: I'opsuas
ymuwus — Tenexom, 2007,187c¢.

5. Hedenos E.M. OCHOBBI paguO’NEKTPOHUKUA U CBS3U: YUEOHHMK s BY30B.-
M.:Brrci. IIkona,2005, 510c.

6. Komnowmeiine B.A. MHpopManmoHHbIe TEXHOJIOTUU B CUCTEMaxX PAAMOTEXHUKH U
cs3u: Yue6. [locobue/ B.A. Konowmeiines, B.B. Komapos, @.3. Xamuaynnun. Capatos: CI'TY,
2005, 92¢

7. PymsuueB K.E. Ilpuem m oOpabotka curHanoB: YueOH. mocodue.M.:Academia,
2004,528c.

8. Pammompuemnsie yctpoiictBa/ Ilom pen. H.H. ®dommra — M.: Pamuo wu
¢B:135,2003,520c.

9. Pammonepenaromue yctpoiictBa/ Ilon pen. B.B. Hlaxrunpnsaa — M.: Pagno u
cB:3b, 2003, 560c.

10. bypkanos B.H.,CkBopunoB A.A., XamuaymwmH @.3. VYcrpoiictBa mnpuemMa u
00paboTku curHanos: yueOH. mocobue/Capartos: CI'TY, 2009. 175c.

11. Bacun B.A. Paguocucrems! nepenaun uHopmanuu/ ['opstuas nuaus — Tenexom,
2005,264c.

12. bpoitno B.JI BpluucauTenbHble CHUCTEMBI, CETH M TEIEKOMMYHHUKaluu — M.-
CII6.:ITutep,2006,703c.

13. Kamuyn B.A. PaagnorexHuueckue ycTpoHCTBa M 3JIE€MEHTHI paauocucreM/ B.A.
Kamnys, FO.A. bpammep u np.- M.: Beicias mkona, 2005,294c.

14. Becenosckuii K.JM. Cucremsl nonBuxHOU paguocBssu: I'opsuas nuHus — Tenekom,
2006, 418c.

15. Iexotuxuna, B.M. OcHOBBI OCTPOEHUSI CHUCTEM U ceTeil mepenaun MHGOpMAaLUu:
YuebHnoe mocobme mns By3oB / B.B. Jlomomumkuii, A.H. Muxaitnos, K.B. Hlectak, B.M.

exotuxun / — M.: ['opstuas nunust — Tenexom, 2005. — 382 c.

11



16. Iysanos B.II. TenekoMMyHHKaIIMOHHBIE CUCTEMBI U ceTH: YueOHoe mocodue, B.3
Tomax / b.H.Kpyxk, B.H. ITonantonomnyno, B.I1. IllyBanos; mox pex. B.I1. IllyBanosa / — M.:
I'opsiuas nmunms - Tenekom, 2003. — 647 c.

17. 3aiiueB A.Il. Texnuueckue cpeAcTBa U METOMBI 3alUThl HHPOpMauu. YdueOHOe
nocobue ainst By30oB / A.IL 3aiines, A.A. lllenynanos, P.B. MemepsikoB u np. / - 4-e u3., ucmp.
u gom. — M.: T'opsiuast nunus — Tenekom, 2009

18. Ckpsuis C.B. Ceru u cucrems! paguocssizu OB/l u cpeactBa nx nHpopMamoHHOR
3amuThl: B 24 -T.1.: CeTu u cUCTeMBI paIMOCBSI3U OPTraHOB BHYTPEHHUX Jei: yueOHoe mocobue/
nox pexa. A.B.3apsesa, C.B.Ckpsuib, H.C. XoxnoBa. — Boponex: Boponexckuii unctutyt MB/]
Poccun, 2005.- 616 c.

19. CanbaukoB B.I1. Texuuka cszu OBJl. YueOHoe mocoome / B.A. Jlemumos, M.B.
CunbhukoB, A.B. IllaiitanoB / Cankt-llerepOyprckuii yHuBepcurer MBJI Poccun. —CII6.:
®onp “Yuusepcurer”, 2000. - 96 c.

20. UnmatoB B.II. Cucrembl moOunbHOW cBszu: Yueb.nmocobue: Pex. YMO mo
obpazoBanuto / B.II. Mnaros, B.K. Opnos, 1.M. Camoiinos, B.H. Cmupnos / - M.: T'opsiuas
ymuus-Tenexom, 2003. — 272 c.

21. baoxo B.H. Cetn moOmnbHOM cBsi3u/ I'opstuas muuaus — Tenexom, 2007, 154c.

22. MuxaiinoB B.}O., Mazena P.b. OcHoBbI nH(pOpMaMOHHBIX TeXHOJOTHH. BBenenue
B IIPOIIeCChl MH(POPMAIIMOHHOTO B3aUMOAEHCTBUS. Yu.moc., M. By3oBckas kuura, 2012, 60 ctp.

23. HosuxoB @. A. JluckpeTHass MmaremaTuka: s O0akanaBpoB U MaructpoB (PI'OC 3-
ro MOoKoJeHus), 2-e u3ll., M3narenscteo Iurep, 2013, 399 crp.

24. E.b. benos, B.II. Jlocs, P.B. MemepsakoB, A.A. HlenymanoB. OCHOBbI
nHPOPMALMOHHOM Oe3omacHocTH. Y4yeOHoe mocobue asst By3oB / M: ['opsuast munus - Tenexom,
2011.544 c: un.

25. Bunorpanos .M. OcHoBsl Teopun uncen. M.: Hayka, 1980

26. ®omuueB B.M. [luckperHasd maremaTuka u kpunrosorus. — M.: Jlnanor-MUDU,
2003. -400 c.

27. Omudep, B. TI'. KommbioTepHble CETH: NPUHIMIBI, TEXHOJOTHH, NPOTOKOJIBI:
yueOHUK ISl BY30B : CTaHIApT TPEThEro nokoseHus, 4-e usz., [urep [pecc, 2012

28. CemeHoB, I0. A. AnropuT™Mbl TEIEKOMMYHHMKAIIMOHHBIX ceTel: yueOHoe mocobue. B
3 u. U.1. AnropuT™mbl U IPOTOKOJIBI KAHAJIOB U ceTell mepenaauu nqaHHbIX. bunowm. JlaGoparopus

3HaHui, 2012

12



